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1. Executive Summary 
 
Information is a key asset of all Universities and Colleges that must be kept safe and 
secure. Failure to do so constitutes a critical risk to the institutionôs business. 
 
There is high commonality in the Information Security requirements of Universities and 
Colleges. This is not an area where Universities compete with each other, making it ideal 
for a óshared servicesô approach. 
 
Building on the mature foundation of the East Midlands Metropolitan Area Network 
(EMMAN) collaboration, the EMMAN Shared Information Security Service (ESISS) was 
launched as a HEFCE-funded pilot in August 2009, hosted at Loughborough University. 
 
ESISS is now running as a fully-fledged shared service for the sector by the sector and 
wholly funded by subscription (contracts in place until at least July 2013, minimum 
turnover £300K), with its operation organised on regional and national levels: 
 

 Within the East Midlands region, eight University subscribers are each saving 
around £70K per annum compared to like-for-like in-house (non-shared) service 
provision, by sharing an essential set of technical information security services 
configured on the EMMAN network 
 

 Nationally, a further five Universities and one College so far have purchased expert 
consultancy services and/or subscribed to penetration test services. 

 
Subscription services available also include the innovative ESISS Reputation Dashboard, 
which pro-actively tracks what is being said about an institution across on-line newspapers 
and social networking sites (e.g. Facebook, Twitter, ratemyprofessors.com, etc.), issuing 
alerts where appropriate to Marketing and other senior non-IT staff so that the institutionôs 
on-line reputation can be inexpensively pro-actively managed. 
 
A key aspect of the ESISS model is its potential to scale nationally. To reinforce that, 
strong links have been forged with existing complementary national services, such as 
JANET CSIRT. 
 
Having proved the shared services model works in the area of Information Security, 
EMMAN anticipates: 
 

 Further growth of ESISS on a national scale, with substantial interest in particular in 
the non-technical area of the Reputation Dashboard. 
 

 Identification of other IT areas where there is genuine commonality of need, full 
scope for co-operation rather than competition, and potential for real savings via a 
shared-service subscription model; and leveraging the EMMAN experience of 
delivering new shared services to fill these areas 

 
The ESISS Web site is at: http://esiss.emman.net 
 

http://esiss.emman.net/
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2. Background 
 

2.1. Background to the EMMAN Shared Information Security Service 

 
The EMMAN Shared Information Security Service developed from an initial response to 
the HEFCE shared services: invitation to submit expressions of interest in 2007 by Richard 
Smeeton, then of the University of Nottingham. 

 
Tony Brookes of Derby University lead a HEFCE funded feasibility study running from 
October 2007 until submission, May 2008. The feasibility study included business plan, 
development and specialist VAT & financial advice for EMMAN Ltd. The University of 
Nottingham, Loughborough University, the University of Derby, the University of Lincoln, 
the Nottingham Trent University and De Montfort University all collaborated in this study. 

 
In February 2009, a pilot was agreed by HEFCE and EMMAN Ltd Board. This pilot was 
funded for a 16 month period with HEFCE providing a grant of £125,000, EMMAN Ltd 
£60,000 and EMMAN Members £90,000. The HEFCE funding was provided in a number 
of tranches with the final grant becoming due on completion of the final report. 

 
Loughborough University was awarded, via due competitive process, the contract to 
provide this Shared Information Security Service on behalf of EMMAN Ltd. Loughborough 
IT Services already had a national and European reputation in numerous facets of 
networking and information security. 

 
The purpose of this shared service is to significantly reduce the cost of operating a high 
quality information security service in an organisation by providing a consolidated view of 
information security across all the institutions subscribed.  
 
An individual institution will benefit from the service as the cost of subscription is 
significantly lower than providing an information security service in house and the EMMAN 
Shared Information Security Service staff are able to provide a complete view of security 
across all the subscribed institutions via trend analysis. By using the EMMAN Shared 
Information Security Service an institution will save a significant amount compared to 
setting up and running its own ñin houseò dedicated security team. These savings can be 
seen in section 3.4 
 
The service is designed to be modular with subscribers being able to take individual parts 
of the service or all of the parts at a reduced rate. The eight EMMAN universities receive 
all of the core service areas as part of their EMMAN subscription as shown in section 4.4. 
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2.2. Service Needs 

 
The services to be provided address the information security issues that give rise to 
common problems for a HE institution of: 
 

 Cost of prevention and remedial actions considering own service provision vs 
collaboration vs. outsource; 

 Compliance for legal and audit; 

 Protection of an organisationôs reputation; 

 Balancing information security with Academic use; 

 Maintaining critical mass of specialist skills; 

 Visible collaboration across the sector; 

 Providing best value services. 

2.3. Service Elements 

 
The EMMAN Shared Information Security Service comprises of the following service 
elements: 
 

 Monitoring network activity; 

 Analysing network activity; 

 Alerting management of unusual network activity; 

 Alerting management of potential security threats; 

 Intelligence gathering and notification of issues and trends; 

 Forensic investigation support; 

 Incident remediation (including virus mop-up etc); 

 Information security and incident helpdesk; 

 Providing anonymous network security performance and benchmark information; 

 Web reputation monitoring and reporting; 

 Training for information security staff; 

 Security Implementation best practice advice and support consultancy; 

 Independent network security ñhealth checksò to support audit requirements; 

 Providing best practice advice in evaluation, selection, implementation and  
management of information security services. 
 

2.4. Scope of Services 

 
The shared information services have been initially considered within confines of: 

 EMMAN HE membership (8), Research (3) and FE community (35) 

 Data network level of information security 
o Incident management; 
o Consultancy services. 

 Tiered service delivery approach over 
o EMMAN backbone; 
o EMMAN connected institutionôs data networks. 
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2.5. Key Benefits 

 
The key benefits to be realised from the shared information security service are: 

 Lower cost alternative to individual in-house provision for each institution; 

 Reduced cost of compliance to membersô information security policies; 

 Reduced cost of compliance to auditorsô information security policies; 

 Reduce cost of forensic investigations of suspected breaches of security; 

 Benchmark and establish best practice for information security across the 
membership; 

 Prevention by prediction of security threats; 

 Protect organisational reputation of the members; 

 Shared learning across the membership. 
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3. Financial Plan 

3.1. Financial Plan Summary 

 

ESISS Financial Plan Summary 
Apr 09  

-  
Jul 09 

Aug 09 
 -  

Jul 10 

Aug 10  
-  

Jul 11 

Income       

   HEFCE Grant £29,500 £95,500   

        

   EMMAN Community       

Member Subscriptions £0 £160,000 £140,000 

Research + FE £0 £0 £15,000 

Service Packages:       

Pen Tests £0 £0 £0 

Reputation £0 £0 £0 

Consultancy + Others £0 £6,000 £6,000 

        

   Janet UK Community       

University Subscriptions £0 £0 £90,000 

Research + FE £0 £0 £0 

Service Packages:       

Pen Tests £0 £3,000 £30,000 

Reputation £0 £0 £24,000 

Consultancy + Others £0 £10,000 £20,000 

        

        

Total Income £29,500 £274,500 £325,000 

        

Costs       

Loughborough Base costs £29,500 £155,000 £160,000 

Capital Equipment Depreciation (3 
yr) £0 £20,000 £78,000 

Incremental staffing costs £0 £0 £0 

Contingency   £30,000 £50,000 

        

Total Costs £29,500 £205,000 £288,000 

        

Net Contribution £0 £69,500 £37,000 

        

Cum Net Contribution £0 £69,500 £106,500 

        

Cash Flow       

Income £29,500 £274,500 £325,000 

Capital Equipment Cost £0 £60,000 £174,000 

Operating Cost £29,500 £185,000 £210,000 

Net Cash £0 £29,500 -£59,000 

Cumulative Cash £0 £29,500 -£29,500 
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3.2. Key Financial Assumptions 

 
The Key assumptions in the financial plan are as follows: 
 

1. The service will be self-financing by the end of the pilot; 
2. Subscription based services will be circa 80% of annual revenue. 
3. Capital equipment will be fully depreciated over 3 years; 
4. Call-off consultancy packages/subscriptions will be available; 
5. Subscriptions are paid annually at the start of the subscription period and 

synchronised with EMMAN billing schedules; 
6. The price of the services are based on balancing a cost-per-FTE basis that includes 

all costs required to operate the services; 
7. Salaries are based upon current staff salary levels for existing university staff 

performing similar skilled functions; 
8. Contract staff costs are based upon member organisationsô current charging rates 

for such skills; 
9. Hardware and software costs are based upon current EMMAN agreement discounts 

with relevant vendors and include upgrades for increased traffic; 
10. Helpdesk services will be within current operation of EMMAN helpdesk. 

3.3. Critical Success Factors 

 
1. Service must provide the quantifiable benefits that the EMMAN membership want 

as referred to in the identification of service needs; 
2. Full time, focused specialist skills must be acquired/developed/maintained by 

EMMAN; 
3. Core service costs cannot be more than that which the collective EMMAN 

membership will pay; 
4. Core service costs to EMMAN members must reduce each year; 
5. Service must be provided to HE outside of the EMMAN region; 
6. Service elements must be attractive, in the longer term, to the wider public sector; 
7. Service must be seen as independent, trustworthy, dependable and transparent. 

 

3.4. Cost Model for an Individual Organisation 

 
The costs for an organisation to provide such an information security service for itself can 
be seen as follows: 

 Capital costs of hardware and software systems circa £45k 

 Annual operating costs of circa £53k comprising: 
a. 1 FTE circa £40k 
b. 0.1 FTE management and admin circa £4k 
c. Maintenance circa £3k 
d. Training all relevant staff circa £6k 
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3.5 Extra-Regional Institutions contracted April 2009 to July 2010 

 

 Huddersfield University consultancy 

 Exeter University automated penetration testing 

 Westminster University Penetration testing consultancy 

 North Nottinghamshire College Network Health Check consultancy 
 
With over 30 additional HE organisations making contact and in dialogue with about 
taking ESISS services. 
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4. Current Service Status 
 

4.1. Current Subscribers 

 
As of the 1st May 2010 the current subscribers are: 

 ̧ De Montfort University 

 ̧ The University of Derby 

 ̧ The University of Leicester 

 ̧ The University of Lincoln 

 ̧ Loughborough University 

 ̧ Nottingham Trent University 

 ̧ The University of Northampton 

 ̧ The University of Nottingham 

 

4.2. Additional Services have also been provided to: 
 

 ̧ The University of Derby 

 ̧ Exeter University 

 ̧ JANET Roaming Service (eduroam) 

 ̧ North Nottinghamshire College 

 ̧ University of Huddersfield 

 ̧ University of Westminster 

 

4.3. Active Prospects 

 
The EMMAN Shared Information Security Service have had meetings with a number of 
institutions and MANs and have also run display stands at some conferences within the 
sector in order to promote the services available. These meetings have all been very 
productive in helping to tailor the service to the needs of the sector. 

EMMAN Shared Information Security Service currently offer a two week trial of the 
reputation monitoring dashboard and have recently started to offer a single scan trial of 
the web based vulnerability scanner. 

The trial of the reputation monitoring dashboard has been taken up by a number of 
institutions and we have arranged to visit and demo the system for three university 
marketing departments. 

There are currently five good short term prospects and twenty longer term prospects for 
different areas of the service. 

EMMAN Shared Information Security Service have also been working with our 
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Stealthwatch supplier and the manufacturer of Stealthwatch such that they will advise 
their HE customers of the service and how it can benefit them. This came about as they 
are finding, particularly in the current climate, that the HE institutions cannot afford to buy 
an outright Stealthwatch system but they can afford a managed service as offered by the 
EMMAN Shared Information Security Service. 

 

4.4. Usage of the Services 

 
The eight EMMAN Member institutions all receive the core services as part of their 
EMMAN Subscription. These core services are: 

 ̧ Monitoring network activity using Lancope Stealthwatch; 

 ̧ Alerting management of unusual network activity; 

 ̧ Intelligence gathering and notification of issues and trends; 

 ̧ Providing anonymous network security performance and benchmark information; 

 ̧ Alerting management of potential security threats; 

 ̧ Information security and incident helpdesk;  

 ̧ Web reputation monitoring and reporting; 

 ̧ Security Implementation best practice advice and support consultancy; 

 ̧ Providing best practice advice in evaluation, selection, implementation and 
management of information security services; 

 ̧ Providing security related training (subscription covers four courses a year). 

 

EMMAN Shared Information Security Service has also provided consultation based 
services to four HE institutions, one FE Institution and a JANET based service. The current 
consultation based services offered are: 

 ̧ Incident remediation (including virus mop-up etc); 

 ̧ Training for information security staff; 

 ̧ Independent, network security ñhealth checksò to support audit requirements; 

 ̧ Accredited penetration tests; 

 ̧ Analysing network activity; 

 ̧ Forensic investigation support; 

 ̧ Providing best practice advice in evaluation, selection, implementation and 
management of information security services. 

Usage of the various parts of the service can be seen in Appendix 2. 
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4.5. Hours Of Cover 

 
The current hours of cover are 8.30 ï 5.30 weekdays, there is currently no out of ours 
cover and cover during English statutory holidays. 

 
4.6. Service Benefits 

 
As the service is HE based, it is so much more aware of issues within HE/FE than many 
external security contractors. 

Shared Security Service would allow patterns in security issues across all member 
institutions to be spotted and potential problems to be averted.  

Designed to complement Universities own security staff.  

Institutions have limited capacity to develop, maintain and monitor their network security. 
By aggregating resources and developing a shared network security management 
solution, it is believed that partners could enjoy more efficient and secure management of 
their network resources at lower overall cost.  

 

4.7. Governance 

 
The EMMAN Shared Information Security Service is operated by Loughborough University 
on behalf of EMMAN Ltd. EMMAN pay Loughborough University at six monthly intervals to 
run the service. Subscribers to the service are invoiced by EMMAN Ltd. The governance 
structure for EMMAN can be seen in Appendix 1. 
 
The EMMAN Shared Information Security Service has a Steering Group in order to assess 
how the service is performing and areas for improvement. 
 
The Steering Group was formed in 2009 as part of the governance structure for ESISS 
and under guidance from the EMMAN board. 
 
Remit of the Group: 
 

 Receive regular reports on the progress of the service; 

 Provide a feedback conduit for HEFCE; 

 Guide provision of services specifically to the EMMAN membership; 

 Review service business plans and progress in commercial activities; 

 Monitor and provide recommendations upon service risks; 

 Provide advice from respective disciplines to guide the service development. 
 
The group meets approximately every three months. 
 
Membership of the Group: 
 

 Ian Griffiths (NTU - Board Member & Executive Director) 

 Peter Darby (EMMAN - Commercial Manager) 

 Paddy Walker (HEFCE) 
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 Paul Kennedy (Nottingham) 

 Alison Brook (Northampton) 

 Matthew Cook (Loughborough - Head of ESISS) 

 Paul Whitton (Loughborough ï Senior IT Specialist ESISS) 
 

Note: The representative from Northampton joined the group on the 23rd June 2009 
and at subsequent meetings. 
 

4.8. Legal Cover 

 
The EMMAN Shared Information Security Service has been liaising with the EMMAN Ltd 
solicitors in order to draw up legal documents to cover the different areas of the service.  
 
These take the shape of a main document detailing generic terms and conditions for the 
whole service and then a SLA document for the individual service in question and a 
covering letter to go with these documents. 
 

4.9. Replicating Stealthwatch Service via MANôs 

 
The original plan for the NAD (Network Anomaly Detection) service was to assume that 
each MAN would be the most appropriate way to deploy across the UK. 
 
Unfortunately, the launch of the services aligned with the JANET (UK) initial 
announcement of their intention to withdraw from providing their services via the MANôs.  
 
The consequence of this situation was to check with some MANôs their opinion to 
delivering such services whilst simultaneously undertaking a key technical, financial and 
operational review to understand if there was an alternative deployment model that could 
be successful for the wider use of the service across the UK.  Fortunately, an alternative 
model of providing the services directly to each institution was viable and now forms the 
basis for the future of the services. 
 
Notwithstanding the alternative deployment model, a number of MANôs were contacted 
directly by the ESISS team and indirectly by Paul Hopkinsô team to gauge their appetite for 
delivering such a service to their connected institutions. The feedback received from Paul 
Hopkinsô team was that many of the MANôs he had spoken with were understandably 
focused on their own plans for their own future with JANET (UK) and were unwilling, or 
unable, to consider such initiatives as offered by the ESISS opportunity. 
 
In addition to raising ESISS at the UK MANôs management level, EMMAN spoke/met 
directly with a number of MANôs, including LMN and NORMAN. It became apparent that 
the service being directly delivered by EMMAN was a more practical and attractive option 
to the MANôs and their communities, as it became clearer that these MANôs didnôt operate 
in quite the same way technically, and organisationally as EMMAN (which is a long 
standing not-for-profit company, limited by guarantee, owned by eight Universities and 
designs, lights, operates and manages its own dark fibres and network services for the 
region) 
 
The conclusion to this situation is that the NAD service can be replicated on a MAN if the 
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MAN and itôs connected community prefer to operate that way. An effective operational and 
commercial option is available from ESISS for any MAN that may want to deliver the 
service itself to six or more of itôs connected institutions. However, so far, the interest for 
using the NAD service has come from specific institutions rather than any MANôs wanting 
to discuss replicating the service. 
 

4.10. Future Expansion 

 
Meetings with the HE/FE community have identified a need for accredited penetration 
testing. EMMAN Shared Information Security Service are only able to provide this via a 
third party at this time, so it is envisaged that the EMMAN Shared Information Security 
Service will work towards their own accreditation so we can meet this need. This is likely to 
be in the form of CREST (Council of Registered Ethical Security Testers) accreditation 
which involves the EMMAN Shared Information Security Service signing up to the CREST 
code of practice and paying a yearly subscription and then employing at least one member 
of staff who has passed the CREST Certified Infrastructure or Web Application Tester 
Examination, which could be from expansion of the service or training one of the current 
members of staff. 
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5. Pilot Service 
 

5.1. Overview 

 
The EMMAN Shared Information Security Service was officially launched at the beginning 
of September 2009 with a lunch and presentation at the Sir Denis Rooke building at 
Loughborough University (shown below). The attendees for the event came from the eight 
EMMAN universities, EMMAN, HEFCE, JANET and the wider community.  
 

 
 

5.2. Advertising 

 
A web site was setup and hosted at Loughborough University with the domain name 
www.esiss.ac.uk. Originally the domain name of esiss.emman.net was used but it was 
clear that an .ac.uk domain name would be more credible to the HE/FE institutions. The 
web site contains information about the service offerings as well as the background behind 
the service. The web site also offers restricted content available to subscribers of the 
service, such as best practice guides, guides on using the ESISS services and the 
Reputation Dashboard. 
 
Members of the EMMAN Shared Information Security Service along with the EMMAN 
commercial director have exhibited at a number of conferences, including the UCISA 2010 
Management Conference, Networkshop 2010 and will be exhibiting at the JISC East 
Midlands E-Fair in June 2010.  
 
 
 

http://www.esiss.ac.uk/
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Advertising materials used by the service are: 

 Pull up posters advertising the subscription and consultation services (shown in the 
picture below). 

 Reputation Dashboard information ñcloudsò for the background of the display 
(shown in the picture below). 

 Six different ñPostcardsò detailing different areas of the service in more detail. 

 ESISS Mugs and Pens. 

 ESISS Notepads. 
 
ESISS Display stand at Networkshop 2010: 
 

 
 

5.3. Service Desk Cases 

 
Service desk cases were created each time an Incident or Change of Service Request 
was managed by the team.  
 
The table and graph below shows the number of cases created per month from July 2009 
until early (7th) June 2010. 
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Month Number Of Cases Created Number Of Cases Resolved 

July 2009 0 0 

August 2009 1 1 

September 2009 7 3 

October 2009 43 24 

November 2009 35 25 

December 2009 19 21 

January 2010 32 32 

February 2010 52 35 

March 2010 40 42 

April 2010 5 23 

May 2010 34 17 

June 2010 (upto 7/6/10) 2 20 

 

 
 
 
As of the 6th June 2010 there has been a total of  272 cases, of which there has been 95 
relating to malware, 125 relating to copyright infringement and 29 relating to scanning 
activity for the eight EMMAN member institutions. 
 

5.4. Training 

 
The EMMAN Shared Information Security Service provides its subscribers with four 
training sessions during a year. Each subscriber institution is given two places on each of 
the courses. 
 
The training this year was: 
 
 December 2009 ï Stealthwatch Training 

 January 2010 ï Computers Privacy and the Law (JANET Training) 
 May 2010 ï Securing Web Applications (SEC-1) 
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Attendance for the courses has been high with most of the eight institutions sending at 
least one or two attendees to each of the courses. Extra places left on the courses due to 
some subscribers only sending one or no delegates where offered out to the other 
subscriber institutions at the cost for the individual delegate. The attendance for the eight 
EMMAN subscriber Universities can be seen below: 
 

Course Title 
Number of Universities 
sending one Delegate 

Number Sending 
two Delegates 

Stealthwatch Training 1 6 

Computers, Privacy and the Law 1 5 

Securing Web Applications 1 5 

 



19 
 

6. Conclusions 
 
The pilot service has been very successful in achieving its aims. The feasibility of running 
a shared service in the Information Security area of IT has been proven and has exceeded 
expectation of EMMAN Ltd in both the level of interest, the level of participation and the 
future potential for financial savings in the region of 0.5FTE per institution plus hardware 
costs. 
 
A projected financial forecast for ESISS going forward demonstrates the financial stability 
of the service, not only is it sustainable, but significant growth potential has been 
acknowledged by the EMMAN board as the production shared service is being supported 
until at least July 2013. 
 
The efficiencies delivered by the pilot phase are clear from the continued support of the 
current subscribers; but also the acknowledgement by sector members and commercial 
partners that a managed turnkey solution to Information Security is within the budgetary 
constraints imposed within the current financial climate. The procurement of an entire 
solution on a per site basis is not. 
 
The financial savings articulated in section three are clear when scaled across the sector. 
This would free organisations to realise a smart approach to Information Security, utilising 
a shared managed service whilst releasing internal resource to add a qualitative 
differentiation between organisations. This strategy is currently being used by 
organisations who are providing email through partners as a SaaS solution; ESISS are 
placed to provide the Information Security equivalent. 
 
 
ESISS continues to provide a lighthouse exemplar for HEFCE of a successful production 
Shared Service, delivered by the sector, for the sector.
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Management Committee ï 2 members from 

each University & 2 reps from FE  & JISC EM 

RSC Manager & JANET (UK) rep  

 

Technical Committee ï Open Membership  

 

Commercial Executive:  

Executive Director, Commercial Manager, 

Chair of Management Committee, Technical 
Committee representative.  

Board of Direc tors ï 8 Directors (including 

Executive Director and Chair of Management 

Committee), De Montfort, Derby, Leicester, 

Lincoln, Loughborough, Northampton, 

Nottingham, Nottingham Trent)  

Appendix 1: EMMAN Ltd Governance Structure 
 

Company Limited by Guarantee  

 

 
 
 
 

 
Officials  

Chair of Board of  Directors  Richard Maccabee  Derby  

Chair of Management Committee  Dave Temple  Loughborough  

Chair of Technical Committee  Dave Roberts  Leicester  

Minute Secretary to Board of Directors  Alison Clarke  Nottingham  

Secretary to Management Committee  Matt hew  Cook  Loughborough  

EMMAN Executive Director  Ian Griffiths  Nottingham Trent  

Auditors  Donald MacDuff  PKF (UK) LLP  

Company Secretary  James Kindell  David Venus & Co Ltd  

Company Solicitor  Michael Longden  Irwin Mitchell  
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Steering Group Members: 

 

Ian Griffiths NTU - Board Member & Executive Director 

Peter Darby EMMAN - Commercial Manager 

Paddy Walker HEFCE 

Paul Kennedy The University of Nottingham 

Alison Brook The University of Northampton 

Matthew Cook Loughborough - Head of ESISS 
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Appendix 2: Matrix of services 
 
 

  
  

Subscription Based Services 
  

Consultation Based Services 

 Customer Institution 

Monitoring 
Network 
Activity 

Automated 
Penetration 

Testing 
Reputation 
Dashboard 

Network Health 
Check/ 

Penetration Test 
Security Advice and 

Assistance 
Forensic 

investigation support 

De Montfort University X X X       

University of Derby X X X X     

Exeter University   X         
JANET Roaming Service 
(eduroam)     X       

University of Leicester X X X       

University of Lincoln X X X   
PCI/DSS on hold at 

the moment   

Loughborough University X X X       

North Nottinghamshire College       X     

Nottingham Trent University X X X       

University of Huddersfield       X     

University of Northampton X X X       

University of Nottingham X X X       

University of Westminster       X     
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Appendix 3: Service Element Descriptions 

 

Service Element Purpose Description 

Monitor Network 
Activity 

Collect network traffic data and 
statistics 

System level automatic recording of traffic 
data and presentation of activity levels 

Analysing Network 
Activity 

Identification of abnormal 
network traffic and activity 

Manual review and analysis of statistics 
and alerts raised 

Management Alert 
of activity 

Ensure user management aware 
of abnormal network activities 
and possible sources/causes 

Management reporting and escalation 
procedures. 

Management Alert 
of potential issues 

Prevention of security breaches 
from a known 
source/activity/configuration 

Assessing, known threats, trends and 
solutions on the network. Reporting to 
user management as needed. 

Intelligence 
gathering and 

notification 

Prevention of security breaches 
from a known source/activity 

Scanning for, and assessing, known 
threats, trends and solutions in the 
information security industry. Reporting to 
user management as needed. 

Forensic 
Investigation 

Identify causes and sources of 
an incident 

Provision of specialist expertise to 
supplement and/or complement user 
investigative resources. 

Incident 
Remediation 

ñClean upò following an incident Provision of suitably qualified expertise to 
supplement and/or complement user 
restoration resource needs. 

Information and 
Security Helpdesk 

Single point of contact for user 
operational communications and 
incident/issue management 

Help desk to provide immediate answers 
where possible and to track progress and 
escalate issues to other 
resources/management as needed, with 
an audit trail. 

Anonymous 
Performance and 
Benchmark Info 

To enable users to understand 
and compare their performance 
to best practise 

Collation, analysis and reporting of 
suitable statistics. 

Web Reputation 
Monitoring 

To identify web based 
information and sources that 
may damage the reputation of 
the institution 

Scanning for, Monitoring and reporting on 
relevant website/blog/email content 

Training Info 
Security Staff 

Maintain skills level in user 
community 

Develop and deliver relevant training 
courses as needed 

Implementation 
Consultancy 

Provide best practice advice and 
support users 

Maintain knowledge and skills to provide 
consultancy to users as needed 

Network  
 ñHealth Checksò 

Provide independent network 
security assessment report 

Assess and report on the information 
security systems, processes and 
procedures with recommendations for 
improvement. 

Best Practice 
advice 

To enable users to implement 
best practice in their information 
security systems and services 

Assess, advise and/or deliver and report 
on the evaluation, selection, 
implementation and management of 
information security systems and services  




















































































































